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1. General
1.1. Welcome to TokCast!
We value the privacy of our Users and are dedicated to protecting it.
1.2. This Privacy Policy provides important information regarding the data and information we
collect, receive, use and manage during your Use of the App. Please read this Privacy Policy
before accessing or otherwise using the App.
1.3. The Privacy Policy is incorporated into our Terms of Use and is subject thereto. Any terms
not defined herein but defined in the Terms of Use shall have the meaning ascribed thereto in the
Terms of Use.
1.4. By accessing and/or viewing and/or visiting and/or browsing the App for any purpose,
you are expressing your agreement to this Privacy Policy and provide Your informed,
freely consent to the terms herein. If you do not agree to this Privacy Policy, whether in
whole or in part, please do not access and/or view and/or visit and/or browse the App for
any purpose.
1.5. Unless stated otherwise, this Privacy Policy applies to all Information that we collect about
You and Your Account. TokCast is not responsible for any action of third parties, the content of
their sites, their use of Information they collect, or any products or Websites they may offer you.
Any link to those sites contained in our Platform does not constitute our sponsorship or
affiliation with those third parties.
1.6. We may update this Privacy Policy from time to time in order to comply with applicable
privacy laws and to notify you regarding changes in our practices of data collection and use of
Information.
2. Definitions:
2.1. “Data”, “Sensitive Data” – as defined in the Protection of Privacy Law 5741-1981.
2.2.“Information” shall mean Personal Information and Non-Personal Information, together.
2.3.“Personal Information” shall mean “Data” and/or “Sensitive Data”, including any

Information, data or content, in any format or media, which can personally identify You as an
individual and/or otherwise can be attributed to You as an individual which You knowingly insert
and/or otherwise upload to the App in order to create an Account and/or to Use the App.
2.4. “Non-Personal Information” shall mean any information, data or content in any format or
media, which is anonymous and/or does not personally identify You and/or reveal Your specific
identity as an individual, and/or cannot be attributed to You, in whatever form is collected and/or
received in as a result of Your Use of the App, including without limitation information about
your mobile device and IP address.
3. Personal Information
3.1. Basic Account Information. You don’t have to create an account to use some of our
features. However, if you do choose to create an account, you must provide us with some
personal data so that we can provide our services to you, such as your age, your name, a
username and your phone number. Your name and username are always public, but We do not
require your screen name to be your real name. Note that users who have you in their contacts
will see you by the name they saved and not by your screen name.
3.2 Phone Number and Contacts. TokCast uses phone numbers as unique identifiers. We ask
your permission before syncing your contacts. You can always change your permissions through
your device settings.
3.3. Your Information
3.3.1. Channels. Your channel can be accessed by anyone on TokCast. This means that
everything you post in your channel will be accessible to everyone. You are responsible for your
posts and other information you provide through our services, and you should think carefully
about what you make public, especially if it is sensitive information.
3.3.2. Chat. In addition to channels, TokCast also supports private chats.Your messages in chat
are encrypted, which means that they cannot be accessed by third parties. This means that the
message is technically on one of our servers, but it looks like a piece of random indecipherable
garbage to everyone except for you and the recipient. We don’t know what this random data
stands for. However, You should also be aware that all of your messages are saved on your own
device.
3.3.3. Third-Party Information. Information Others Provide About You. We receive
information about you from other TokCast users. For example, when other users you know use
our Services, they may provide your phone number and name from their mobile address book,

just as you may provide theirs. They may also send you messages or send messages to groups to
which you belong, send photos you appear in, or mention your name.
You should keep in mind that in general any user can capture screenshots of your chats or
messages or share your messages and post them on TokCast or any other platform.
3.5. User Reports. Just as you can report other users, other users or third parties may also
choose to report to us your interactions and your messages with them or others on our Services;
for example, to report possible violations of our Terms or policies.
4. Non-Personal Information
4.1. Usage And Log Information. We collect information about your activity on our Services,
like service-related, diagnostic, and performance information. This includes information about
your activity (for example: the time, frequency, and duration of your activities), and performance
logs and reports. This also includes information such as when you registered to use our Services;
whether you are online.
4.2. Device And Connection Information. We collect device and connection-specific
information when you install, access, or use our Services. This includes information such as
hardware model, operating system information, language and time zone, IP address.
4.3. Cookies. The only cookies we use are those to operate and provide our website Services.
You may choose to block cookies with your web browser.
5. How we use Your Information
5.1 We use your information to improve, support and administer the platform. We generally use
the information we collect :
-

To customize the content you see when you use the platform. For example, to show you
content based on your language settings or content that is similar to content that you liked
or interacted with.
To improve and develop our platform.
To support the social function of the platform, including to allow you and other users to
connect with each other through the platform.
To understand how you use the platform.
To help us detect abuse, fraud and illegal activity on the Platform.
To communicate with you.
To enforce our terms, conditions and policies.
To provide user support.

-

For any other purposes disclosed to you at the time we collect your information or
pursuant to your consent.

6. Who Your Information May Be Shared With
6.1. Other TokCast Users. Other users of our App with whom you choose to communicate with
and share certain information. Note that by entering into the Terms of Service and choosing to
communicate with such other users of TokCast, you are instructing us to transfer your personal
data, on your behalf, to those users in accordance with this Privacy Policy. We take reasonable
measures to (including encryption of your personal data) to ensure a level of security for your
personal data that is appropriate to the risk.
6.2 Law Enforcement Authorities. If TokCast receives a court order that requires us to do so,
we may disclose your IP address and phone number to the relevant authorities. So far, this has
never happened.
6.3 With Your Consent. If you access third-party services such as Google, Facebook or Twitter
to login to the platform or to share information about your usage on the platform with others,
these third parties may be able to collect information about you.
If you choose to post your content on the Platform, you should be aware that any information
you share may be read, collected, or used by other users.We are not responsible for information
you choose to submit.
7. Retention of information.
7.1 We may retain Your information for an unlimited period, and at least for as long as Your
Account is active. We will also retain and use Your information as necessary to comply with our
legal obligations, resolve disputes, and enforce our agreements.
8. Spam and Abuse
81 To prevent phishing, spam and other kinds of abuse and violations of TokCast’s Terms of
Service, our moderators may check messages that were reported to them by their recipients. If a
spam report on a message you sent is confirmed by our moderators, your account may be limited
or banned - temporarily or permanently. You can send an appeal to support@TokCast.fm.
9. Children and TokCast
8.1 Our services are not directed to children, and you may not use our services if you are under
the age of 13. You must also be old enough to consent to the processing of your personal data in

your country (in some countries we may allow your parent or guardian to do so on your behalf).
10. Contact Us
10.1 If you have any questions regarding this Privacy Policy, or any other concern, please contact
us by sending us an email to: support@TokCast.fm.

